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The Global Computer is not an object
It isa property.

Ben Howell Davis

fair, unbreakable, fraud proof



Askemos

e advancedinfrastructur e«

e redundantistributedexecutionervironment e

 Single,AbstractVirtual Machinee
e SystemAPI in termsof XML documents

e fallureandintrusionresistans



Agentsat the Market Place

—  Why dowe needit?
— RequiremenAnalysis
—  Thelmplementation

— Howtouse?

— Comparison

—  Furtherwork
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Collaborative commercein rural development.
WWW.Investregionx.de



The Problem

Holonsmightrepresenalegal body;

Someof thosearenot social, MAS mismatchherebecaus®f agents
Intrinsic properties:

e veracity: anagentwill notknowingly communicatdalse
Information

 benevolence: agentslonot have conflictinggoals.andthatevery
agentwill thereforealwaystry to dowhatis askedof it;

 rationality: agentwill actin orderto achieveits goals.andwill
notactin suchaway asto preventits goalsbeingachieved— at
leastinsofar asits beliefspermit;



Requirements

Theenablinginfrastructurdor e-Businesse-Medicineand
e-Gorernment how wouldit be?

 storedraudandprivacy sensitve data
 needsaccesgontrolfor intellectualproperty

 needgbearerkertificatestransactionsgjommunication

 Isbasednmutualtrustbetweerpartners,
no centralauthoritydeemecdhcceptable

 requiregeliabllity, liability, availability

 needscalability efficiengy, flexibility andstandards



Challenges

parallelandindependentlevelopment
rapid changingwork flow

smoothtransitionetweernversions

unstoppabl@rocessefrozen)
physicalequipmeniustbreakd] datain danger
Informationis not physical,why shouldit break?
needto make smallequipmentesssensitve

build reliablesystemfrom unreliablecomponents



A “Legal” Abstract Machine

formal semanticen orderto be

—  fully understood

— decidablan caseof dispute

fraudproofed,atleasttraceable

fair, democraticdecentralized
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| mplementation 1. Something |s Somewhere

the concept of theinformation space

mainconceptlegal “space”connectindegal bodies

iInformationis a singleton datais not
Information 1

data representation  many

copyingis evil (monegy, acknavledgemenbf intellectual
property)

majority counts- byzantineagreement

new, emegentabstractiontruth



| mplementation 2: L ocation |s Protection

merchant /

secretary

$ P /

/ good y\/( schedule \

\ S S — (W )
boss

overlappingrealmsof rights
no centralauthorityto aluse

formal model:settheory
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| mplementation 3: Static Assertions

thecostof assignmentSICPwe know thereis notheoryfor
assignment

recentlyproposal®nformalsemantic$or imperatve languages:
horribly complicated

functionalprogrammingoundidealfor staticaspects

functionalprogrammings well understoo@andeasyto teach



| mplementation 4. Dynamics

ExampleanErlangmessagéop:

end.
nondeterminisndivision by zero,messagéo Accis alreadysent,
CLIENT mightgetamessage

e seguentiaexecutionin loopsintroducesstrangedynamic
semantic

. hardto model

« wayout:atomictransitiondormalizedby PetriNet
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| mplementation 4. Dynamic Behavior

styl esheet >

tenplate> match = *[@ype="wite’]
reply>
send> t o> copy-of> sel ect = $nessage/ acc
Body> copy- of > sel ect = $nmessage/ f oo
send> to> copy-of> sel ect = $nessage/cli ent
Body> copy-of> select = 5/ $nessage/foo

Notation:SOX, “humaneditable”XML
full AST in XML, not practical;]l wantadifferentsyntax(e.g.DSSSL Haslell)

« Implicit, messagerivencontrolflow
 templateappliedwhenmessagarrives
e atomictransitiondivision by zero-> nomessagatall

 cancheckall messagefor securityviolations



16

User Leve View

message
+creator: id /\
+capabilities
+msg type: r/w references
+content: MIME & bytes preferences
RS 0
) read/ =~ = -~ .
o) respdnse
L
err
enter
A request , addr db
write

mail filter

User sees passive data objects

(essentially XML messages)

travel trough named channels (links)
between "places”, which are applications
like folders, data bases, printers, wallets etc.

autonomous®gbjectsor agentsat placean theinformationspace

thosefunctionblockscommunicatevia asynchronoumessages



Formal M odel

Mapping petri net models

T5

place

e place

"

T3

T4

4

\ {}

function of P2

function of P3

petri markings

are XML elements

they travel
in messages
between places

functions are

tree transformations
in any language
currently supported:
XSLT, "DSSSL"

<

data (XML elements)
and functions (transition code)
form a closure
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Architecture

P

storage
adaptor

visible network of users data
B E— and applications
intend place
Uder
1c|ic Browser |
place place
client - - - I
pace place
Askemos
protocol point L virtual virtual
adaptor machine machine
storage storage Storage storage
adaptor . adaptor adaptor
distributed
data base storage
extention

API Freenet
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Projections

network of users data
and applications

place
place
A\
/ 1\
. . / \\
{projection} /|Askemos A\
/ k‘ AN
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,' virtual -~
, machine «
/
\
/] \
Askemos #’l Askemos®

virtual 7ﬂ virtual
machine I machine
1
{byzantine}_

- Tagreement} ]

eachplaceprojectednto thebelief of severalagentsvhich obey
contractof properexecution

mutualverification(byzantineagreement)] trust
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Projections

eachplaceprojectednto thebelief of severalagentsvhich obey
contractof properexecution

mutualverification(byzantineagreement)] trust



Projections

faulty agentsarespotted
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Slave of Theory

truth by mutualverification
[0 byzantineagreement

cleanlydefinedsemanticsequiresoundtheory
[0 settheory+ functionalprogrammingt petrinet

differentimplementationsnay have differentrepresentations

O still agreemennheeded coreAPI in XML
(standards betterthanbetter)
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Code Example: MVC frame

<xsl:stylesheet >
<xsl:template match="*[@type=&quot;read&quot;]">

.<!-; vi.ewer code -->
</x.sl:t.err.1plate>
<xsl:template match="*[@type=&quot;write&quot;]">
<I cc.)ntroller -->

</xsl:template>
</xsl:stylesheet>
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Code Example: View Code

<xsl:tenplate match="*[ @ype=&quot ; r ead&quot ;] ">
<ht ml ><head><titl e>One Cent</titl e></head>

<dsssl:if test="(service-level)">
<p>You can grab this bill by pushing the button bel ow. </ p>
<f or m net hod="post">

</dsssl:if>
</htm >
</ xsl :tenpl at e>



Code Example: Controller

<xsl:tenplate match="*[ @ype=&quot ; write&quot;]">
<m nd: reply>
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<dsssl : copy-of select="(docunment-element (grove-root (current-node)))"/>

<dsssl:if test="(service-level)">
<m nd: prot ection>
<dsssl : copy- of sel ect ="#CONTENT" >
(let ((t (data (formfield "offer (current-node)))))
(1f (equal? t "")
(synbol -&gt;string (nmsg ’'dc-creator))
(string-append
(synbol -&gt;string (nmsg ’'dc-creator))
"I" (oild-&gt;string (entry-nanme-&gt;oid t)))))
</ dsssl : copy- of >
</ m nd: protection>
</ m nd: reply>
</ xsl :tenpl at e>
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Comparison

FramerD

nicelanguagesideeffects,moving tamget

Erlang

obvioussimilarities,eitherchangat or redo(overhead)
Java

Is a platform:mary libs, JavaVM hasmagicfunctions hardlysecure,
battlefield

FIPA
huge,now incompletestandardizatioeffort; not everythingneeded
reality check: XML+HTTP istheonly widely deployedstandard



Further Work

deploy in morepilot projects
completeamplementationport to otherplatforms
checkfor possibleFIPA compliance

provide featuredrom similar ervironments
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Conclusion

trustworthy, distributedvirtual executionenvironment
suitedfor modelingholarchiesomprisedf legal bodies

might becomealmostFIPA compliantbut differenceconcerning
mobility will stand



Askemos- Holonsat the M arket Place

Thank You!

Joerg. Wttenberger @obox. com

WWw.askemos.org
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XML
XSLT
SOAP
HTTP
DSSSL
61499

FIPA

Relevant Standards

(W3C) mandatory; data (tree) representation
(W3C) mandatory; tree transformation
(W3C) mandatory; object access

(IETF) mandatory; network transport

(1SO) optional; tree transformation

(I1EC) optional; function blocks

(FIPA) optional; agents technol ogy
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Deeds- Content Definedldentifiers

(define deed-slots

' (dc-creator ;, creator (Dublin Core)
dc-date , Creation date
acti on-docunent ; behavi or
body , serialized content

))

e objectidentifier is cryptographichecksum

. name # identifier:

— namesreintentionallychosenhumanreadableteusable,
might have structure

— Identifiersareintrinsic,one-to-onaon-ambiguous

« deeddon’t change verificationeasy



How To
Identify Dilemmas?

iteration
not first-time out
participatory design

dialogue
iImplementor -

bug reports
code
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users

Gregor Kiczales(1994)



